The ﬁrst Singaporean
company approved by
CREST for the delivery of
Penetration Testing services

Although value can be obtained by appointing either certiﬁed
testers or certiﬁed organisations, it is the combination of these that
will provide you with the greatest assurance that the most eﬀective
tests will be conducted – and in the most professional manner.

Organisation

In January 2016, in line with our mission to improve the current
state of information security to world-class standards, we became
the ﬁrst Singaporean company approved by CREST (www.crestapproved.org) for the delivery of Penetration Testing services.

Accredited / Not accredited

Accredited

Not Accredited

Non accredited / Accredited

Individual
We are a CREST Member company with CREST qualiﬁed consultants.

Industry Guidelines for Penetration Testing

The Association of Banks
in Singapore

The Association of Banks in Singapore (ABS)
released Penetration Testing Guidelines
For the Financial Industry in Singapore
and recommend CREST as a way to obtain
assurance of policies and procedures on
penetration testing engagement methodologies,
reporting, and data handling, as well as employee
background checks on security assessors to
protect the interest of Financial Institutions when
engaging penetration testing service providers.

The CREST Penetration Testing Services
Procurement Guide is aimed at the buying
community, ie. organisations that need
penetration testing services, and provides
practical advice on the purchase and
management of penetration testing services,
helping you to conduct eﬀective, value for
money penetration testing.

What we do

Statement of Purpose

We do penetration testing of information systems and oﬀer
actionable risk mitigation plans thus providing technical assurance
and allowing our customers to manage the cost of information
risk to the business, to reach the state beyond compliance with
regulatory requirements, and to retain perception of the brand
among their clients.

We exist because we have a passion for improving the
current state of information security, bringing it to worldclass state, nurturing careers of future information security
experts and making cyberspace and technology safer.

(65) 6680 1909
www.centurioninfosec.sg

1 Fusionopolis Place
#03-20 Galaxis
Singapore 138522

The Team of Centurions
Centurions were professional oﬃcers and backbone of the Roman army. As
soldiers, they were known for their expertise with weaponry, dedication, and
valour in battle, and as a result were made oﬃcers.
By integrating best practices into the foundation of our process-driven
organisation, we enable all of our information security experts to be A players by
following the best practice. To this end, Centurion is deemed a ﬁtting name.
We combine superior ethical hacking prowess, trusted business acumen,
comprehensive reporting, and unparalleled delivery, gained from hundreds of
security assessments conducted by our information security experts.

Our Consultants
Are The Security
Experts
- Industry recognised certiﬁcations
as recommended by ABS
Penetration Testing Guidelines
include:

· CREST Registered Penetration
Tester (CRT)

· Oﬀensive Security Certiﬁed
Professional (OSCP)

· Oﬀensive Security Wireless

Many Industries, One Focus

Professional (OSWP)

Centurion speciﬁcally tailors its work for every customer, whether an SGX
20 enterprise or a small-to-medium size business and provides world-class
penetration testing and security advisory services to businesses that require a
true assessment of their information risk.

Financial
Institutions

Oil & Gas

Transportation

Healthcare

Retail

Payment Industry /
Fin Tech

· SANS - GWAPT
- Speakers at major security
conferences
- Published research and
responsible vulnerability
disclosures
- Attained G50 clearance for
Government projects

Government &
Public Sector

Hospitality

Manufacturing

Professional
Services

Technology /
Telecommunications /
Information Technology
Data

Incorporate Security in the System Development Life Cycle (SDLC)
Low

Cost to Fix
Security Vulnerabilities

High

Information Security Consulting

Secure Code Review

Infrastructure Assurance

Technology risk

Secure coding practices

Configuration assessment

Vendor assessment

Design verification

Operating system requirements

Procurement guidelines

Evaluate security controls

Application and service
configuration

Planning

Design

Development

Secure Design Review
Establish trust boundaries and
security requirements

Testing (UAT)

Penetration Testing and Vulnerability
Assessment
Identify systemic weaknesses

Threat modeling

Vulnerability discovery and exploitation

Secure design and architecture

Demonstrated business risk
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Production

The CREST Penetration Testing
Services Procurement Guide
highlights the importance
of security testing being
fully incorporated into
your organisation’s system
development life cycle (SDLC)
and avoiding conducting
security testing as a “tick
box” exercise at the end.

