You could be under
cyber attack – now!
The study published by Ponemon Institute revealed
that 37% of Singapore companies experienced more
frequent data breaches and 45% reported higher
severity of breaches in the past 24 months*

Who are the cybercriminals’ victims

49%

of cybercrime victims experienced a
breach incident resulting in the loss
of information asset*

32%

of cybercrime victims lost between
500 thousand and 1 million dollars
as a result of data breach*

45%

of cybercrime victims report lost
reputation, brand value and market
image as a result of data breach*

Every business is a potential victim of a cyber
attack. The motives, methods and opportunities
may differ, but it has been found that the
following types of organisations are even more at
risk:
 Favourite target – anyone who has a large
number of files containing debit/credit card
data, e.g. financial institutions and retail
trade. In Singapore, cybercriminals have their
eye on large companies with more than 2,500
employees – in particular the finance,
insurance and real estate industry.#
 Some cybercrimes target SMEs because of
the lower likelihood that those organisations
would have adequate information security
controls to prevent the crime. The largest
growth area of all targeted malicious attacks
was entities with >250 employees – 31% of all
attacks.#
#

“Internet Security Threat Report”, Symantec,
2013

* “The Post Breach Boom Report”, Ponemon
Institute, 2013
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We can help
We exist because we have a
passion for improving
the current state of information
security, bringing it to worldclass state, nurturing careers of
future information security
experts and making technology
safer.

What we do
We do penetration testing of information systems and
offer actionable risk mitigation plans thus providing
technical assurance and allowing our customers to retain
perception of the brand among their clients, to manage
the cost of information risk to the business, and to reach
the state beyond compliance with regulatory
requirements.

(65) 66 801 909

www.centurioninfosec.sg

Ready to get started?
Contact us at 66-801-909 to learn
how services offered by Centurion can help you
accomplish your specific information security
goals,
or
explore more
by visiting:
www.centurioninfosec.sg

Cyberspace. Made safer

The Team of Centurions
Centurions were professional officers and backbone of the Roman army.
As soldiers, they were known for their expertise with weaponry,
dedication, and valour in battle, and as a result were made officers.
By integrating best practices into the foundation of our process-driven
organisation, we enable all of our information security experts to be A
players by following the best practice. To this end, Centurion is deemed
a fitting name.
We combine superior ethical hacking prowess, trusted business
acumen, comprehensive reporting, and unparalleled delivery, gained
from hundreds of security assessments conducted by our information
security experts.

Questions to
decision makers
Do you still see information
security as something
having no real value to your
organisation but demanded
by
auditors
and
authorities?

Many industries, one focus
Centurion specifically tailors its work for every customer, whether an
SGX 20 enterprise or a small-to-medium size business and provides
world-class penetration testing and security advisory services to
businesses that require a true assessment of their information risk.

Financial
Institutions

Oil & Gas

Transportation

Healthcare

Government &
Public Sector

Hospitality

Manufacturing

Professional
Services

Has your organisation
implemented the necessary
information security
improvements to keep up
with the pace of change?
Are
your
information
security objectives and
measures aligned to your
business strategy?
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Integrating security throughout the project lifecycle
Low

Cost to Fix Security Vulnerabilities

Information Security Consulting
Technology risk
Vendor assessment
Procurement guidelines

Planning

Source Code Review
Secure coding practices
Design verification
Evaluate security controls

Design

Development

Secure Design Review
Establish trust boundaries and security requirements
Threat modeling
Secure design and architecture

(65) 66 801 909

www.centurioninfosec.sg

High
Infrastructure Assurance
Configuration assessment
Operating system requirements
Application and service configuration

Testing (UAT)

Production

Penetration Testing and Vulnerability Assessment
Identify systemic weaknesses
Vulnerability discovery and exploitation
Demonstrated business risk

Making your
information security
objectives a part of
your organisation’s
strategy and aligning
them with your
business goals at an
early stage of project
lifecycle will allow
you the most
efficient protection
of your information.

Cyberspace. Made safer

